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Information Security Policy

Statement of Policy
Creating Futures Together Ltd (“the Employer”, “we”, “our”) is committed to maintaining the highest standards of information security. We recognise the expanding cyber‑risk landscape — including ransomware, AI‑assisted phishing, supply‑chain compromise and cloud‑service vulnerabilities, all highlighted in the latest NCSC Annual Review.
This policy applies to all staff, including employees, directors, volunteers, contractors, agency staff, apprentices and trainees.
All Staff must read, understand, and comply with this Policy and the associated procedures.

Purpose of this Policy
1. Under the UK GDPR and emerging security legislation, the Employer must:
a. Protect Personal Data using appropriate technical and organisational measures (TOMs).
b. Demonstrate compliance with data protection principles at all times.
c. Embed data security into organisational processes (“data protection by design and default”).
2. This Policy aims to:
a. Protect confidentiality and integrity of Employer information systems.
b. Supplement the Employer’s Data Protection & Security Policy and related frameworks.
c. Define Staff responsibilities for safeguarding Personal Data, Business Information, and Confidential Information.
d. Ensure alignment with emerging statutory cyber‑resilience expectations including those in the upcoming Cyber Security & Resilience Bill (NIS reforms).
This policy may be updated at any time in response to legal, regulatory or operational changes.

Roles and Responsibilities
1. Director Responsibilities
a. The Director has overall accountability and must:
i. Maintain and implement this Policy.
ii. Monitor actual and potential security breaches.
iii. Oversee staff training, awareness and compliance.
iv. Ensure the organisation meets obligations under the UK GDPR and incoming cyber‑resilience regulation.
2. Staff Responsibilities
a. All Staff must:
i. Comply with all information security rules and training.
ii. Report suspected breaches, security incidents or suspicious activity immediately.
iii. Maintain secure handling of all information in any form.

Scope
1. This Policy covers all information, in any format:
a. Digital files and systems
b. Cloud‑hosted data
c. Paper documents
d. Verbal or audio content
e. Portable and removable media
f. Mobile and home‑working environments
2. Includes all Personal Data, Business Information, and Confidential Information processed by or for the Employer.

General Information Security Principles
1. All information must be:
a. Treated as confidential and commercially valuable.
b. Protected using appropriate controls to prevent loss, theft, damage, unauthorised access, or misuse.
2. In line with NCSC CAF 4.0 (2025), our security approach is risk‑based, threat‑informed and outcome‑focused, requiring evidence that controls are effective in real‑world conditions.
3. Personal Data must be:
a. Processed lawfully, fairly and transparently.
b. Used only for specified, explicit and legitimate purposes.
c. Kept accurate and no longer than necessary.
d. Protected against unauthorised access, alteration, disclosure, or destruction.

Information Management Requirements
1. The Employer will:
a. Apply encryption, strong passwords, secure authentication and access controls.
b. Maintain strict retention schedules and secure destruction processes.
c. Use monitoring, logging and alerting systems to support early detection of threats (consistent with CAF 4.0 monitoring expectations).
2. Staff must ensure all information is:
a. Relevant, minimal, accurate and stored securely.
b. Shared only on a need‑to‑know basis.

HR and Personnel Information
1. Access to personnel information is limited to the HR Department. Staff involved in management, recruitment or supervision must treat all HR data as strictly confidential.
2. Under UK GDPR, employees may request access to their Personal Data.

Physical Security and Access Controls
1. Staff must:
a. Keep offices secure at all times.
b. Prevent viewing of sensitive data through windows, screens or overheard conversations.
c. Ensure visitors are accompanied and never left unsupervised around sensitive information.
2. All documents and devices containing Personal or Confidential Information must be securely locked away when not in use.

IT, Devices and Cybersecurity Controls
1. To meet modern cyber‑resilience requirements:
a. Device and System Controls
i. Strong, unique passwords must be used; multi‑factor authentication (MFA) should be enabled wherever possible.
ii. Devices must be locked when unattended.
iii. Only authorised software may be installed.
iv. Removable media may only be used if essential and encrypted.
2. These expectations are consistent with DfE cyber‑security guidance and forthcoming obligations under the CS&R Bill, including strengthened supplier oversight and mandatory incident reporting.



Cloud Services
1. Staff must not use personal cloud storage (Google Drive, iCloud, Dropbox, etc.) or personal email for work‑related data.
2. Cloud solutions must be approved by the Employer and meet the security expectations set out in the new NIS expansion, which adds data‑centres and managed service providers into regulated scope.

Communications & Data Transfer
1. Staff must:
a. Avoid discussing sensitive information in public areas.
b. Verify all email and postal addresses before sending information.
c. Encrypt Confidential Information before transmitting it.
2. When transporting paper documents or devices:
a. Use secure, non‑transparent bags or cases.
b. Do not leave materials unattended in public or vehicles.

Working From Home
1. If authorised, Staff must ensure:
a. Documents are stored in locked spaces inaccessible to others.
b. Employer information is not stored on personal devices.
c. All remote working complies with DfE and NCSC guidance to mitigate increased risks facing schools and AP settings.

Third‑Party and Supplier Security
1. In accordance with updated NIS reform and education‑sector guidance:
a. Third‑party processors must be subject to written agreements with clear data‑security obligations.
b. Supplier cyber‑security posture must be assessed before engagement, as schools and APs face heightened supply‑chain risk.
2. Where cloud or IT service providers fall within revised NIS regulatory scope, they must meet the enhanced government‑mandated requirements.

International Transfers
Personal Data must not be transferred outside the UK without approval and without meeting UK GDPR transfer requirements.
Training
1. The Employer will deliver:
a. Mandatory induction training
b. Annual refresher training
c. Additional training following changes to law (e.g., CAF 4.0, CS&R Bill requirements)
2. Staff must complete all required training.

Reporting Data Breaches
1. All Staff must immediately report:
a. Suspected data breaches
b. Loss/theft of devices
c. Unauthorised access attempts
d. Suspicious emails or phishing attempts
2. Timely reporting is essential given the mandated incident notification expectations in the CS&R Bill.
3. The Employer will investigate, document, and notify the ICO or affected individuals where required.

Consequences of Non‑Compliance
Failure to follow this Policy may result in disciplinary action, including dismissal. Serious breaches may result in regulatory investigation or criminal liability.
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